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From European critical infrastructure protection to the resilience of European 
critical entities: what does it mean?
Christer Pursiainen a and Eero Kytömaab

aFaculty of Technology and Science, Department of Technology and Safety, UiT the Arctic University of Norway, Norway; bNational Security 
Unit, The Ministry of the Interior, Finland

ABSTRACT
The article is a public policy analysis of the development of legislation on critical infrastructure in 
the European Union (EU), covering 27 developed countries. More precisely, it concerns the 2022 
CER Directive “on the resilience of critical entities’. This directive replaced the 2008 ECI Directive ‘on 
the identification and designation of European critical infrastructure and the assessment of the 
need to improve their protection’. We ask what is at stake in this process of moving from one 
directive to another. Why has the concept of protection been replaced by the concept of resilience, 
and why has the concept of critical infrastructure been replaced by the newly invented euro- 
concept of ‘critical entity’? In the concluding section we discuss the European integration dimen-
sion of this new directive; what does this development in the CI domain tell us about the current 
dynamics of European integration, and how it could be explained?
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This is a public policy analysis of the development of the 
European Union (EU) legislation on critical infrastruc-
ture (CI), highlighting its change, promises and chal-
lenges. The issue is of obvious importance for the 27 
member states of the EU, all developed high-technology 
market economies and often with interconnected CI. 
However, the issues arising from this perspective are 
also of interest to countries outside the EU as all the 
countries have to tackle the same challenges: how to 
enhance the resilience of CI and thereby also the resi-
lience of the societies in which they are embedded.

The issue is complex and multifaceted. On the one 
hand, it is about the very issue area of CI, with all its 
dimensions, sectors, actors, and so forth, and particu-
larly the concept of resilience in this context. On the 
other hand, it delves into the very issue of European 
integration itself. The question concerns how the rela-
tionship between the member states and the EU evolves 
even in such a field that basically belongs to the member 
states’ mandate. The CER Directive testifies to further 
integration beyond the already supranational areas in 
the EU.

While CI was traditionally outside of supranational 
regulation in the EU, this started to change around 
fifteen years ago. In 2008, the so-called ECI Directive 
(Council of the European Union, 2008) ‘on the identi-
fication and designation of European critical infrastruc-
tures and the assessment of the need to improve their 

protection’ became the first binding European Union 
regulation in the respective field. It paved the way for 
a new area of European integration. In December 2020, 
the European Commission (2020a), based on several 
mid-term reports and a rather comprehensive public 
stakeholder hearing process, published its proposal to 
replace the ECI Directive with a new one, known as the 
CER Directive ‘on the resilience of critical entities’. This 
new directive was finally approved in 2022.

The EU system, with all its governance bodies, is 
rather complex. To make it more comprehensible, 
one often says, metaphorically speaking, that the 
European Parliament (representing nationally 
selected party politicians) is a kind of lower house. 
The European Council (representing the heads of 
government or heads of state who define the general 
political direction and priorities), together with the 
Council of the European Union (representing the 
line ministers of member states in different policy 
areas) comprises the upper house or senate. The 
European Commission then is the initiating and 
executive government in areas of common policy. 
As the EU directive procedure goes, also in our 
case (see Figure 1), the European Commission 
made the proposal in 2020, then six issue-area com-
mittees of the European Parliament duly discussed it 
and gave their detailed opinions. The amendments 
proposed by the committees reveal more about the 

CONTACT Christer Pursiainen christer.h.pursiainen@uit.no

SUSTAINABLE AND RESILIENT INFRASTRUCTURE 
https://doi.org/10.1080/23789689.2022.2128562

© 2022 The Author(s). Published by Informa UK Limited, trading as Taylor & Francis Group.  
This is an Open Access article distributed under the terms of the Creative Commons Attribution-NonCommercial-NoDerivatives License (http://creativecommons.org/licenses/by-nc- 
nd/4.0/), which permits non-commercial re-use, distribution, and reproduction in any medium, provided the original work is properly cited, and is not altered, transformed, or built 
upon in any way.

http://orcid.org/0000-0001-5611-1701
http://www.tandfonline.com
https://crossmark.crossref.org/dialog/?doi=10.1080/23789689.2022.2128562&domain=pdf&date_stamp=2022-09-30


attention paid to the process than about any major 
disagreements, although some definitions were 
amended, and smaller issues added. After that, the 
proposal followed the typical flowchart with parlia-
mentarian readings, voting, more readings, more vot-
ing. This procedure was combined in a consensus 
draft report, and the European Parliament subse-
quently came up with a version with agreed and 
proposed changes (European Parliament, 2021a). 
Lastly, and all formally organised according to the 
standard regulation, trilateral negotiations between 
the European Commission, the member states repre-
sentatives in the Council of the subject area (Justice 
and Home Affairs Council), and the European 
Parliament took place. They culminated at the end 
of June 2022 in a consensus solution about the 
directive text (Council of the European Union, 
2022a). Finally, a new CER Directive emerged, hav-
ing a binding legal status on 27 member states 
(Council of the European Union (2022b).

This article asks what is at stake in this process of 
moving from one directive to another. Why has the 
concept of protection been replaced by the concept 

of resilience, and why has the concept of critical 
infrastructure been replaced by the newly 
invented euro-concept of critical entities? What are 
these entities and which sectors of CI do they repre-
sent? What is the risk picture behind the new direc-
tive; who or what is threatening European 
infrastructure? Are the prioritised risks physical or 
cyber, or both, and how are they interrelated? How 
does the new directive deal with the fact that while 
the member states are formally responsible for safe-
guarding their critical infrastructure, most of them 
are owned, administered and operated by private, 
and often foreign or multinational companies? 
Perhaps most importantly, in the penultimate section 
we discuss the European integration dimension of 
this new directive; what does it tell us about the 
current dynamics of European integration, and how 
it could be explained?

In the conclusions, we highlight several challenges in 
the current CER Directive that should be understood 
and properly approached early on. This is particularly 
important when the 27 member states start to imple-
ment the rather far-reaching and complex directive in 

Figure 1. The policy process towards the CER directive.
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the context of a variety of languages and administrative 
cultures – in order to avoid confusion and unintended 
consequences.

1. Methodological note and theoretical 
underpinnings

We will combine a typical public policy document study 
with a consideration of the relevant scholarly research 
on CI and its resilience. Being a desk case study and 
focusing on EU CI policy development, the methodolo-
gical approach is a structured comparison between the 
previous ECI Directive (2008) and the new CER 
Directive (2022), together with lower-level policy docu-
ments. This comparative approach aims at identifying 
their central differences and similarities as well as the 
main development tendencies.

The more scholarly CI research literature is then 
utilised to problematise and deconstruct the underlying 
assumptions embedded in the described developments. 
While the article does not aim at developing any new 
theory, it summarises the main academic debates in the 
central areas that the CER Directive deals with. The 
assumption is that the EU policies have been consider-
ably affected by this academic research, while at the 
same time those policies open up or prioritise new 
research avenues.

As mentioned above, the potentially more profound 
theoretical and political question is why the EU member 
states would voluntarily let the EU become more power-
ful in regulative terms in a field that belongs to their 
mandate and sovereignty. This kind of question is 
a more generic political science issue, also applicable to 
other domains of European public policy studies beyond 
the current CI domain. To this effect, at the end of the 
article, we identify three well-known integration theory 
schools, namely functionalism, the multi-lateral govern-
ance approach, and agent-principal theory, which can be 
applied to the current issue and facilitate at least some 
theoretically-grounded explanations.

2. Why resilience, and what does it mean?

The first issue to discuss is the paradigmatic change 
from protection to resilience in CI. Given that ‘resili-
ence’ has practically become an all-encompassing part 
of scientific discourse and political jargon during the 
past decade, and a panacea of sorts for all problems, 
what does this change mean for the CI domain?

2.1. From protection to resilience

When the European Commission started to pay atten-
tion to CI, particularly by launching the European 
Programme for Critical Infrastructure Protection 
(EPCIP) in the mid-2000s (European Commission, 
2006a; cf. the preparatory documents by the, 2005, 
2004), the focus was clearly on CI protection (often 
abbreviated to CIP). The same goes for the ECI 
Directive proposal (European Commission, 2006b) 
and the later, finalised ECI Directive (Council of the 
European Union, 2008). While the EPCIP recognised 
that not all infrastructures can be protected against all 
threats, the solution was to prioritise the selected CI 
sectors and a set of threats against which they should 
be protected. Thus, the question was largely about tradi-
tional risk management in order to avoid and prevent 
unwanted events in certain CI sectors.

Indeed, the broader concept of resilience did not 
appear in the policy documents of that time at all 
(Pursiainen, 2009, p. 727). In the European 
Commission (2012) review of the EPCIP, resilience 
already played a role, albeit a small one. As an alterna-
tive concept to protection, resilience did not, however, 
start to appear in earnest in the European Commission 
in the context of CI until about 2014 (Pursiainen & 
Gattinesi, 2014). Meanwhile, the concept of CI resili-
ence (sometimes abbreviated to CIR) had become 
a commonplace in more scholarly academic debates. 
In the EU Horizon 2020/current Horizon Europe 
research funding programmes, at least since 2014, the 
CI-related calls and respective approved projects have 
essentially not been about CIP but about CIR. As such, 
this leads to a broadening and deepening of the research 
scope.

Resilience, in general terms, refers to ‘before, during 
and after’ the unwanted event or disruption of the CI, 
thus covering the whole crisis management cycle 
(Pursiainen, 2017). In CI, this means that it includes 
pre-crisis protection – paying attention to such issues as 
robustness and the ability to withstand or resist stress – 
but also assumes that CI disruptions will sometimes 
inevitably take place and cannot be avoided. Therefore, 
one also has to enhance absorptive and adaptive cap-
abilities, such as redundancy, as well as recovery strate-
gies (e.g., Cantelmi et al., 2021; Gritzalis et al., 2019; Liu 
& Song, 2020; Mottahedi et al., 2021; Rehak et al., 2019; 
Rød et al., 2020).

In the 2020 CER Directive proposal, this issue is 
already duly noted, even being one of its main 
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justifications, namely, ‘it is necessary to fundamentally 
switch the current approach from protecting specific 
assets towards reinforcing the resilience of the critical 
entities that operate them’ (European Commission, 
2020a, p. 2, italics added). In this context, ‘“resilience” 
means the ability to prevent, resist, mitigate, absorb, 
accommodate to and recover from an incident that 
disrupts or has the potential to disrupt the operations 
of a critical entity’ (European Commission 202a, Article 
2/2, p. 23). This actually pretty well follows the main-
stream definition in the CI resilience literature. The 
paradigm change is presented as arising, on the one 
hand, from the increasing number of member states, 
which ‘are more and more informed by resilience think-
ing, in which protection is but one element alongside 
risk prevention and mitigation, business continuity and 
recovery’ (European Commission, 2020a, p. 1). More 
formally, the reference is to the Council Decision from 
2019, which is essentially on hybrid threats but includes 
a section on CI in this particular malicious threat con-
text; it encourages the European Commission to consult 
member states about a ‘proposal for a revision of the 
[ECI] Directive early in the new legislative cycle, includ-
ing potential additional measures to enhance the pro-
tection and resilience of critical infrastructure in the EU’ 
(Council 2019, decision point 27). From this, the 
European Commission concluded in its proposal 
a year later that it is necessary to ensure ‘a more com-
mon approach to the resilience of critical entities in 
a number of sectors across the [European] Union’ 
(European Commission, 2020a, p. 5).

What then is this ‘more common approach to resi-
lience of the critical entities’ in the CER Directive? From 
an academic point of view, the new proposal did not go 
very far. True, it distinguishes between ‘operator-level 
and systemic resilience’ (European Commission, 2020a, 
p. 5), but precisely the way in which this ‘systemic 
resilience’ should be defined is not quite clear. For the 
member states, however, the mere jump from protec-
tion to resilience itself is crucial as it forces them to 
rearrange national practices, regulations and structures. 
Similar developments also took place within NATO 
around the same period, thus consolidating this from- 
protection-to-resilience paradigm change practically 
throughout Western Europe.

2.2. How do we know that a CI is resilient?

The broadening of the scope with the introduction of 
the concept of resilience is subject to some challenges. 
One of the main ones relates to how one can know that 
a CI (or a CE) is resilient. What is the scientific basis for 
assessing, or perhaps even for measuring, CI resilience? 

How does this resilience assessment differ from tradi-
tional risk assessment?

Risk assessment (or analysis) and management as 
a whole is a well-researched and even standardised 
field (e.g., ISO, 2018; ISO/IEC, 2019). Furthermore, 
from 2013 onwards, EU member states have already 
been obliged to conduct national risk assessment based 
on EU Civil Protection Mechanism legislation also 
including the CI domain, largely relying on the ISO 
standards (Pursiainen & Rød, 2021). By contrast, there 
is no jointly established, broadly shared or standardised 
understanding of how to assess and manage CI resili-
ence. This is actually the quintessential challenge of any 
CIR or CER policy and management. Namely, before 
one can enhance resilience, one has to know how resi-
lient the CI/CE currently is – and in which areas it lags 
behind the required resilience level – in order to 
enhance resilience in the first place.

True, in the academic field, there is an increasing 
methodological body of literature on how to measure 
CI resilience (e.g., AIIC, 2016; ANL, 2013; Gasser et al., 
2021; Hollnagel, 2017; Lee et al., 2013; Linkov et al., 
2014; OECD, 2014; Panteli & Mancarella, 2017; Rehak 
et al., 2019; Rød et al., 2020; Sun et al., 2020). In the CI 
domain, three resilience domains are most relevant, 
namely societal, organisational and technological. 
Societal (or community) resilience focuses on the effects 
of CI disruption on the population and vital societal 
functions of the affected community. Organisational 
resilience is about the effect of crisis management on 
the organisational and inter-organisational levels, often 
dealing with issues such as preparedness, early warning, 
response capacity, communication, and so forth. 
Technological resilience is then more about the very 
facility, its robustness, adaptability, redundancy, 
restoration and recovery capacity. The famous ‘resili-
ence triangle’ (popularised by Bruneau et al., 2003) is 
usually the baseline for these kinds of assessments, aim-
ing at diminishing the triangle in all its dimensions, thus 
withstanding the stress longer, adapting swiftly, and 
recovering more quickly.

These resilience domains are obviously interlinked 
(combined with other resilience domains, e.g., eco-
nomic or psychological). In a more methodological 
sense, two resilience assessment approaches stand out. 
Modelling, and the ensuing simulations, make it possi-
ble to test the resilience of CI with digital twins. It may 
reveal some bottlenecks or weak points in a system, and 
help in decision-making. A systematic indicator-based 
approach, instead, demands a well-designed list of indi-
cators, sub-indicators, their respective weightings, and 
algorithms to calculate the aggregated resilience. 
Sometimes software ‘dashboards’ are developed to this 
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effect, to create a ‘resilience index’ that serves as a metric 
of sorts for the CI’s resilience. This type of work is 
never-ending, and is basically the same as risk manage-
ment, the difference being that one expects the 
unwanted event to have taken place. In both cases, 
typically, the multiple uncertainties and interdependen-
cies remain a major challenge.

However, outside the academic world, ultimately the 
issue of CI resilience assessment or measurement 
remains underdeveloped – or, rather, under- 
standardised. Now, in its proposal for the CER 
Directive, the European Commission throughout the 
document suggests that the CER should be achieved 
based on risk assessment. This approach has not been 
changed in the process of drafting the final directive. 
This is, in the longer term, not methodologically sound. 
In contrast to the pre-event character of risk assessment 
and management, besides prevention and mitigation, CI 
resilience also emphasises preparedness, response, and 
rapidity of recovery applied during and after the event. 
In other words, unlike in risk management, unwanted 
events and surprises are anticipated to occur, as preven-
tion and mitigation are not always sufficient (Park et al., 
2013).

The challenge here then is that if a European regula-
tion demands CER or CIR from the member states, one 
should create a relatively shared understanding of what 
resilience means in this context; how it could be assessed 
and, on this basis, how it could be enhanced beyond 
mere traditional risk management. Otherwise, all the 
member states will conduct it in their own way, which 
would lead to different versions of implementation of 
the new directive, and essentially also affect the amount 
of relative resources that are allocated for CI resilience 
in the member states.

The more positive side of this problem is, how-
ever, that risk management, which is already largely 
adopted by the industry, can be seen as a part of 
broader resilience management. True, some scholars 
differentiate between risk and resilience as rather 
antagonistic schools of thought and advise keeping 
them separate in order to avoid ill-judged invest-
ments (Linkov et al., 2018). Yet others propose 
a unified risk-resilience approach (Aven, 2019; Rød 
et al., 2020). We hold the latter opinion. 
A reasonable approach is to map CIR management 
against the definitions and concepts already used for 
risk management, particularly those of the ISO 31000 
family of international standards (ISO, 2018; ISO/ 
IEC, 2019). This approach has an advantage in that 
as many CI organisations are already familiar with 
the standard, they use it in their daily work. Thus, 
aligning the resilience elements with existing 

widespread risk management practice, rather than 
proposing a completely new scheme, could be the 
solution (Rød et al., 2020). This requires both proac-
tive (risk prevention and mitigation) and reactive 
(absorptive, adaptive and recovery) resilience 
approaches and capacities.

Indeed, during the process of confirming the CER 
Directive, the role of standardisation was raised but not 
resolved. Should one not be capable of jointly defining 
how to assess CI/CE resilience, the directive is doomed 
to fail. The paradigm shift from protection to genuine 
resilience is then unlikely to be operationalised but just 
may give a false feeling of resilient CI.

In preparing a European standardisation organisa-
tion CEN/CENELEC or more global ISO standard to 
this effect, one could rely on such maxims as: no dupli-
cate practices; tailorability; measurability; relative ease 
of use; and plurality of assessment techniques (Rød 
et al., 2020). The latter notion of ‘plurality’ would follow 
the ISO 31000 risk management approach, which allows 
any developed assessment technique or methodology to 
be used, or their combinations, depending on the spe-
cific needs and resources, while the basic principles of 
the standard should be defined and followed (cf., ISO/ 
IEC, 2019).

3. What is a critical entity?

As is the case with moving ‘from protection to resili-
ence’, a further change in the European Commission 
proposal was to move from the concept of CI to ‘critical 
entity’, or CE. So, what is a critical entity compared to 
critical infrastructure? Does it merely reflect 
a vocabulary change, or does it entail something else? 
We hold that the change may appear to be merely 
a minor vocabulary amendment, but it also denotes 
a paradigmatic dilemma of sorts. We think that it entails 
a change from CI sectors to CI operators, thus narrow-
ing down the level of analysis and action.

This is also related to another issue. Namely, the CER 
Directive is aimed at enhancing the resilience of ‘critical 
entities’, which are critical for ‘the maintenance of vital 
societal functions or economic activities in the internal 
[single] market’ (European Commission, 2020a, p. 4). 
Connecting CI to the internal market in the EU, which 
is the core of European integration, brings a new analy-
sis level into the picture, broader than entities and 
sectors. An internal or single market means a customs 
union that has common policies on product regulation 
and freedom of movement for all the factors of produc-
tion (goods, services, capital, and labour). Further, the 
above quotation also raises the question of what the 
aforementioned ‘vital societal functions’ refer to.

SUSTAINABLE AND RESILIENT INFRASTRUCTURE 5



3.1. A critical entity is a critical infrastructure 
operator – or is it?

One point in the CER Directive (European 
Commission, 2020a, pp. 1.4.1, 38, italics added) made 
mention of ‘operators (referred to here as “critical enti-
ties”)’. No proper justification for this new concept is 
provided. Probably, it aims at moving smoothly from CI 
sectors (such as energy) towards more concrete opera-
tors (such as an energy company) or perhaps a facility (a 
power plant) to enhance and facilitate more detailed 
monitoring and regulation.

However, it is still not clear why the widely used ‘CI 
operator’ concept is not utilised. The problem with the 
‘new euro-language’ is obvious. Should one take a look 
at the different official translations of what a ‘critical 
entity’ means in various language versions of the CER 
Directive (the directives are translated into all official 
languages of the EU), we may note that in German, for 
instance, it becomes Einrichtung, approximating ‘facil-
ity’ in English; in Finnish toimija, which would be 
translated as an ‘actor’ or ‘agent’; in Italian soggetto, 
meaning a kind of responsible subject; in Swedish it is 
directly translated as entitet, which in this language, 
however, essentially refers to some kind of whole; and 
so forth.

One may then ask whether the vocabulary is ration-
ally chosen. Can it be so that it leads to diverse 
national interpretations and applications, particularly 
given the complicated private and public ownership 
structures of the national CI in a variety of combina-
tions? The issue becomes more serious as the new 
directive is justified by the EU internal (or single) 
market, following common rules. There is a long- 
standing debate that the member states differ in their 
compliance with the EU directives, for various reasons, 
but typically reflecting the differences in their political- 
administrative cultures (e.g., Zhelyazkova et al., 2016). 
On the other hand, it has been argued that the EU has 
recently managed to develop new tools for enforcing 
compliance and implementation (e.g., Börzel & 
Buzogány, 2019). However, it seems that unclear con-
cepts, open to multiple interpretations, may negatively 
affect compliance and thereby enhance the competitive 
position of those member states who define the CE 
more loosely.

3.2. Paying lip service to vital societal functions as 
a deductive approach?

Perhaps a more important issue is what are those ‘vital 
societal functions’ that are mentioned as critical for the 
internal (or single) market? As early as 2012 in the 

European Commission’s (2012) tentative self-appraisal 
evaluation of the EPCIP, there was a notion that 
a number of member states follow ‘system-focused 
national CIP programmes where the end goal is security 
and resilience of systems, which may involve activities 
across multiple sectors’. This refers both to the ‘systemic 
resilience’ between the critical systems as well as the fact 
that one should not restrict this to mere facilities.

Indeed, the understanding of the vital/critical societal 
functions, being broader than mere infrastructure, has 
always been adopted in facto by several member states, 
especially in Northern Europe (cf., Pursiainen, 2018, 
pp. 633–634). To exemplify this approach, for instance, 
the Norwegian system (not part of the EU but part of the 
European Economic Area, or EEA, and thereby closely 
involved in the EU in all aspects) starts from the ‘societal 
needs’, which are covered by ‘vital or critical societal 
functions’. The latter depend on ‘infrastructures’ whose 
criticality is assessed by ‘dependability’, ‘alternatives’ or 
redundancy, and ‘tight coupling’. This assessment forms 
the basis for deciding whether a certain infrastructure is 
critical or non-critical (NOU, 2006). Such basic needs 
can, for instance, be ‘governability and sovereignty’, 
‘security of the population’, and ‘societal functionality’. 
These can in turn be divided into subcategories of vital 
societal functions, such as public administration, elec-
tricity, food security or emergency services, and so forth 
(DSB, 2017).

Now, it seems that the European Commission has 
decided to cover vital societal functions, critical infra-
structure sectors, and critical infrastructure entities in 
the same package. The issue here is that the new direc-
tive’s unit or level of analysis is a critical entity, namely 
an operator, and not the vital societal (and economic) 
functions. It thus takes an inductive, bottom-up or 
agent-based approach. We do not claim that these dif-
ferent levels are antagonistic. But we argue that this kind 
of legislative approach makes it difficult to distinguish 
the critical infrastructure from non-critical as there is no 
clear methodology regarding what an entity is, and in 
which conditions it is critical. Namely, by definition, 
a resilient system should have some redundancy and 
one should not be too reliant on any entity’s or opera-
tor’s criticality. From a societal perspective, this concep-
tual and paradigmatic choice, moving from individual 
CI facilities towards vital societal functions, would thus 
allow a more resilience-seeking approach than the CER 
Directive suggests.

4. Increasing the criticality of everything?

The challenge of the EU CI policies has from early on 
been about how to draw the line between the EU 
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competencies and those of the member states. It is 
worth recalling that this field basically still belongs to 
the latter’s mandate, but now, when the CER Directive is 
connecting the European CER to the EU internal (sin-
gle) market, it will by definition become more European 
in terms of the mandate. This in turn culminates in the 
issue of what constitutes a CI/CE, and which of the 
multiple CIs could be understood as European CI (or 
ECI), or such critical entities that fall under the new 
CER Directive.

4.1. How many critical sectors are critical for 
Europe?

The issue of which CI sectors should be regarded as 
European was discussed at some length when preparing 
the 2008 ECI Directive. It was even discussed whether 
an ECI could locate outside of Europe if it affects the 
EU. That discussion was then soon closed. The 
European Commission (2006b, Annex 1, p. 21) origin-
ally proposed eleven CI sectors altogether with twenty- 
nine CI sub-sectors. During the process of discussing 
the then submitted ECI Directive proposal in the 
European Parliament, more and more additional sectors 
were suggested. This seemingly disturbed some member 
states, who saw their sovereignty in the CI domain 
threatened. In the finally approved 2008 ECI Directive, 
therefore, only two sectors, energy and transport, were 
accepted as basically ‘European’, further detailed and 
divided into eight sub-sectors (Council of the 
European Union, 2008, L 345/75, and Appendix 1, p. L 
345/81). This two-sector solution was even further lim-
ited to the infrastructure located in member states 
where disruption would have a significant impact on 
at least two other member states. Many meanings about 
how many affected member states should be needed 
were discussed, but two it became. In the ensuing 
years, information and communication technology 
(ICT) was often raised as a possible new CI sector to 
be added to the list of ECI as it was considered 
a horizontal CI sector.

Now, a considerable broadening of the European 
regulation in terms of CI sectors is covered in the CER 
Directive. Following the European Commission’s pro-
posal, it includes ten sectors, namely energy, transport, 
banking, financial market infrastructure, health, drink-
ing water, wastewater, digital infrastructure, public 
administration, and space (European Commission, 
2020a, p. 3). In order to make the related directives 
more compatible, these sectors are purposively the 
same as in the simultaneously proposed cybersecurity 
NIS2 Directive (European Commission, 2020c).

4.2. Interdependencies and system of systems

The challenge lies in how to define the ‘critical entities’ 
within these ‘critical infrastructure sectors’. The CER 
Directive is fundamentally based on the broader chal-
lenge of dependencies and interdependencies. These 
refer to at least three different types of interrelation-
ships, namely those between different sectors, between 
countries, and between the physical-digital interfaces. 
However, this becomes even more complex when we 
actually discuss the ‘systemic resilience’ of the CER in 
the sense that it is described in the European 
Commission proposal; or the ‘system of systems’ as it 
is typically referred to in the CI literature. In principle, 
the whole supply chain of any critical infrastructure 
sector duly becomes critical, including not only other 
CI sectors or critical entities, but also seemingly non- 
critical sectors or entities. This then is related to the so- 
called ‘known unknowns’, namely ‘entities’ that we 
know exist, but do not know that they are critical before 
a crisis occurs.

As mentioned above, in the explanatory section of 
the European Commission (2020a, p. 5), but not in 
the directive text itself, a distinction is made between 
‘operator-level and systemic resilience’. While the 
former risks are easily comprehensible, what then 
are the ‘systemic risks’ in the CI context? The direc-
tive proposal, and the approved directive, do not 
elaborate on this, but we get a hint from the 2021– 
2022 EU Horizon Europe calls (administered by the 
European Commission) that were prepared to pro-
vide scientific support to implement the new EU 
policy (European Commission, 2021a, pp. 96–112). 
The focus appears to be on resilience to ‘different 
expected and unexpected events, emerging risks, be 
they natural or man-made, unintentional, accidental 
or with malicious intent’. These risks are systemic 
because of their ‘systemic dimension and complexity 
of attacks and disruptions by cyber or physical 
means’, including interdependencies within several 
types of infrastructure and due to their having 
a cross-border effect.

The academic blueprint approach to understanding 
CI interdependencies was already presented early on in 
2001 (Rinaldi et al., 2001). In terms of the practical 
management of interdependencies, the issue is that 
when critical systems are rafted together, the critical 
elements of each become critical elements of all because 
of the possibility that failure in one part of one system 
will be externalised to others. Thus, the system-of- 
systems dilemma is that CI operators (‘entities’) typi-
cally know and effectively control the risks of their own 
system, but not those of other systems on which they are 
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dependent. There is already a plethora of theorising, 
modelling and simulations in reliability and resilience 
engineering showing that unexpected interdependen-
cies often take or may take place. Should one take this 
information into account, one can simulate the best 
restoration strategies for interdependent CIs (e.g., 
Eusgeld et al., 2011; Ouyang & Wang, 2015; Thacker 
et al., 2017).

However, there is not so much empirical evidence 
of real-life CI disruptions that would be due to 
dependencies or interdependencies between different 
CI entities or sectors. This raises the question of 
what we know about interdependencies; the answer 
is that we do not know a great deal. In terms of 
conceptualising interdependencies, however, useful 
typologies have been suggested. If operations depend 
on the material output(s) of other infrastructure 
through a functional and structural linkage between 
the inputs and outputs of two assets, they are con-
sidered physical. If operations depend on information 
and data transmitted through the information infra-
structure via electronic or informational links, they 
are regarded as cyber. If operations depend on the 
local environment, where an event can trigger 
changes in the state of operations in multiple infra-
structures, they are termed geographical. And if 
operations depend on the state of other infrastruc-
ture via connections other than physical, cyber, or 
geographical, they are seen as logical, as this kind of 
(inter)dependency is attributable to human decisions 
and actions and is not the result of physical or cyber 
processes (e.g., Petit et al., 2018).

But are CIs dependent or interdependent? 
Dependency is the relationship between two critical 
products or services in which one product or service is 
required for the generation of the other product or 
service. Interdependency is a mutual dependency. 
However, there is a lack of European cross-sector or 
cross-border CI disruption databases, and the respective 
academic research. Some research (Luiijf & Klaver, 
2021; Luiijf et al., 2009) nevertheless shows that around 
a third of the reported mostly national incidents in 
Europe result from incidents in other services. The 
energy (especially electricity) and ICT sectors are the 
main cascading initiating sectors. Energy seems to be 
the only sector that initiates more cascades than it ends 
up receiving. Even in this case, an energy sector CI 
failure typically triggers (only) two other CI disruptions, 
most of which are ‘first-stage cascade’ events.

To learn more about and build resilience against 
harmful and critical dependencies and interdependen-
cies, it looks like a proper European database on CI 

disruptions would be useful, showing the real-life inter-
connections and dynamics, also taking into account 
multi-hazard conditions.

4.3. Artificial intelligence can help but may also 
add to the complexity

Ostensibly, an artificial intelligence (AI) approach is 
developing within the respective research to not only 
model and simulate system-of-systems interrelation-
ships, but also to analyse, predict and provide decision 
support for CI operators. AI is aimed at replacing or 
supplementing human judgment and actions. In many 
ways, AI will be beneficial, automating the operation of 
CI, and even detecting and responding to cyberattacks 
and similar unwanted events (e.g., Begli et al., 2019; 
Kumar & Choi, 2022). AI and other emerging technol-
ogies (digital twins, Internet of Things etc.) have been 
argued to be needed particularly in dealing with climate 
change-induced CI emergencies, which are hard to pre-
dict or manage merely with risk management and 
inspections (Argyroudis et al., 2022). It is emphasised 
that proper standardisation is necessary for this 
purpose.

Yet it is obvious that if AI is used to assess potential 
risks, identify real-time threats and provide decision- 
making options for CI, or even to make the decisions 
somewhat detached from human control, it opens up 
new avenues for malicious cyberattacks against the 
input and output data and algorithms of the AI govern-
ing CI (e.g., Laplante & Amaba, 2021; Khurana et al., 
2019). On the other hand, AI can also itself be, and 
already has been, used to create sophisticated cyberat-
tacks (e.g., Kaloudi & Li, 2020).

True, the EU bodies are well aware of, if not yet 
prepared for, this threat. A proper Artificial 
Intelligence Act, proposed by the European 
Commission (2021b), is going through the European 
Parliament and Council to introduce regulatory control 
to this field. The proposed AI Act provides a list of high- 
risk AI systems, which include: ‘Management and 
operation of critical infrastructure: (a) AI systems 
intended to be used as safety components in the man-
agement and operation of road traffic and the supply of 
water, gas, heating and electricity’ (European 
Commission, 2021c, Annex II, 2a). Several other less 
physical systems that could be understood as being 
a part of CI are also mentioned under other sub- 
headings of high-risk AI systems, such as law enforce-
ment, border control, and the justice system. These 
systems have their specific requirements (European 
Commission, 2021c, Chapter 2) concerning, for 
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instance, such issues as risk management, data govern-
ance, technical documentation, accuracy, robustness 
and cybersecurity.

However, as one can imagine, on the basis of the 
current experience of constantly evolving cyber threats, 
and the mere fact that CI has become thoroughly inte-
grated, cyber-physical systems (so-called CPSs), hack-
ers, terrorists, criminals, and especially malicious 
foreign states will inevitably emerge to take advantage 
of the harm that can be caused by targeting the AI 
systems of CI, as well as creating malicious AI technol-
ogies to target CI.

5. The evolving risk landscape

When preparing the 2008 ECI Directive, choosing 
between terrorism or an all-hazards approach was one 
of the main issues at stake (Pursiainen, 2009, pp. 730– 
732). This was due to the fact that in the US, and 
consequently also in NATO, the newly emerged interest 
in protecting CI was a direct consequence of the 9/11 
attacks. The Madrid 2004 commuter train bombings 
and the London 2005 underground terrorist attacks 
definitely shifted the upcoming EPCIP focus on terror-
ism as well. This led to a biased understanding of the 
causes of CI disruptions. So, how is this situation framed 
by the CER Directive?

5.1. From terrorism as a priority to an all-hazards 
approach

The decision to delegate CI issues to the then 
Directorate-General (DG) Home in the European 
Commission, instead of the DG that is responsible for 
civil protection, partially reflects this emphasis on ter-
rorism. At the same time, in member states the respec-
tive competent authority could well be the one dealing 
with normal civil protection issues. Some kind of com-
promise was seemingly reached in formulating the final 
2008 ECI Directive; it refers to an earlier Justice and 
Home Affairs Council call from December 2005 for the 
European Commission to prepare the EPCIP under the 
approach whereby ‘manmade, technological threats and 
natural disasters should be taken into account in the 
critical infrastructure protection process, but the threat 
of terrorism should be given priority’ (Council of the 
European Union, 2008, L 345/75, italics added).

It seems that the implicit tension between terrorism 
and an all-hazards focus in the earlier approach has 
been, if not completely resolved, at least better under-
stood and the approaches better aligned. This is partly 
because the concept of hybrid threats was entering the 
picture, which, at the same time, served to further 

complicate the risk landscape. In the new CER 
Directive, the all-hazards approach has now been lit-
erally adopted, although it has been justified by the 
change of ‘environment in which critical entities oper-
ate’, and by the fact that ‘the risk landscape is more 
complex than in 2008’ (European Commission, 2020a, 
p. 2). Thus, it includes natural hazards, state-sponsored 
hybrid actions, terrorism, insider threats, pandemics, 
and major accidents, coupled with the challenges that 
new technologies such as 5 G or unmanned vehicles 
pose in terms of vulnerabilities. The theme of sectoral 
interdependencies and cascading effects is also force-
fully conveyed.

A highly related issue, and a kind of variable, is 
whether European policies should be focusing on 
mainly physical threats or whether they should pay 
attention to cyber threats as well. In the early 
European (and also US) policy, cyber threats were typi-
cally discussed as a separate CII, that is, critical informa-
tion infrastructure protection, not really part of CI 
policy (Pursiainen, 2009, pp. 728–730). The solution 
was initially to focus on both, but in practice the inte-
gration of both physical and cybersecurity threats was 
only in its infancy when preparing the ECI Directive in 
2008 and these two fields of CI protection remained 
rather siloed.

The CER proposal and subsequently Directive seem 
to be well coordinated at a general level with the cyber-
security directives (NIS, NIS2). In 2016, it was proposed 
that the then still rather new NIS (Council of the 
European Union, 2016) would be replaced just four 
years later by NIS2 (European Commission, 2020b). 
This was largely justified by the rapid digitalisation of 
the internal (single) market and other activities due to 
Covid-19. The NIS2 proposal was published on the 
same day as the new CER Directive proposal, seemingly 
forming an interrelated package of European legislation.

However, the more complicated the threat picture 
becomes, the more difficult it is to define proper resi-
lience strategies for CI. Besides accounting for indepen-
dent hazards, one also has to develop withstanding, 
absorptive, adaptive and recovery models and strategies 
for a more complex, multi-hazard context, with cyber-
attacks, natural disasters, pandemics and human- 
induced hazards potentially taking place simultaneously 
in different combinations and dynamics (Argyroudis 
et al., 2020). As all the hazards or their combinations 
cannot be forecast, prepared for, or even simulated, 
scholars of crisis management have been quick to 
point out that it is difficult to produce a single prepared-
ness plan that covers all the potential challenges emer-
ging from crisis situations. Thus, contingency planning 
should actually be more about planning how to 
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improvise. Hence, both proactive (in advance) and reac-
tive (when the crisis hits) resilience strategies should be 
available. In any case, planning should not be too rigid 
and should not pose an obstacle to improvisation 
(McConnell & Drennan, 2006; Stern, 2013).

5.2. Hybrid risks further complicating the issue

While phenomena such as climate change and new 
technologies sometimes result in unexpected or emer-
ging risks, a specific risk category, namely malicious 
hybrid threats, is also emphasised in the CER 
Directive. However, it does not elaborate on these 
threats. In the earlier policy documents to this effect 
(Council of the European Union, 2019), hybrid threats 
typically include, for instance, cyberattacks, malicious 
foreign direct investments, disinformation, and auto-
mated vehicles – which could all be tools of malevo-
lent actions against European infrastructure. The 2020 
edition of the Overview of natural and man-made 
disaster risks the European Union may face 
(European Commission, 2021d, e.g., p. 130) provides 
a slightly more detailed picture of a malicious hybrid 
strategy that might combine physical attacks and 
cyberattacks with disinformation campaigns, changing 
ownership structures or deploying foreign-sourced 
components.

This gives rise to the problem that many of the above- 
mentioned elements of hybrid threats – hybrid in the 
sense that they would be applied simultaneously or in 
cascading mode in a variety of combinations – are 
beyond the reach of any one ‘critical entity’. It would 
namely presuppose some kind of well-coordinated 
cross-sectoral and multinational operative cooperation, 
perhaps combined with AI. The practical issue then is 
how a member state, committed to liberal values, coor-
dinates the defence against hybrid threats involving CI, 
without infringing the main principles of this market- 
based liberalism by establishing some multi-sectoral 
operative body or ‘critical entity’ to manage the crises. 
This naturally leads to the discussion of public-private 
partnership or other multi-level governance models.

6. Public-private partnership or more 
regulation?

While governments are understood as being responsible 
for safeguarding the CI in the EU context, most of this 
CI is increasingly owned, administered and operated by 
the private sector. Governments simply lack the mono-
polised authority, knowledge and resources to actually 
fulfil the responsibility of securing the resilience of their 

CI. This is further complicated by the sometimes multi-
national or foreign ownership structures of CI sectors. 
What therefore would the situation be like after the new 
CER Directive?

6.1. The member states regulate

The issue was implicitly a challenge for European CI 
policy from early on. Basically, the alternatives consist of 
adding regulation, or CI companies’ self-regulation to 
avoid state regulation, or some kind of combination in 
terms of an idealised public-private partnership (PPP). 
As profit-seeking companies within a largely competi-
tive business environment, it is unlikely that the CI 
sectors, operators or entities would self-regulate any 
more than was strictly necessary.

The logic of the CER Directive is that it regulates the 
member states, and the member states are obliged to 
regulate their CE/CI. But what does this regulation 
entail in terms of PPP? The CER Directive seems to 
signify a step towards more regulation, albeit mostly 
delegated to the member states. This is most notably 
presented in the CER Directive Articles 9–19, thus cov-
ering more than a third of the directive’s 26 Articles. 
This marks a considerable increase in attention paid to 
regulation, although the message is not quite clear-cut. 
Regulation is formulated in the spirit that regulation by 
the state is actually a ‘support’ for the private or public 
companies that operate CI. A member-state govern-
ment is expected to provide such support for critical 
entities in the form of material, methodologies, and 
training in order to ensure their resilience.

It seems somewhat questionable, however, as to 
whether the governments have such capacities and cap-
abilities, unless they start to considerably enhance their 
national CI research and thus work through the aca-
demic and research community. Voluntary informa-
tion-sharing is also expected to take place between the 
competent government authorities and the CE. It is 
likely that this will as such become nothing more than 
a continuation of the previous PPP, should it ever have 
worked effectively.

However, the CER Directive also demands that the 
member state will identify the concrete CE objects, 
subject to the CER Directive, for each CI sector and 
subsector. This might be a tough task, and doomed to 
arbitrariness without any clear-cut criteria. However, 
a list of these CE objects should be provided to the 
European Commission and each such CE will be noti-
fied of their identification as a CE, with their respective 
obligations to regularly assess their risks on the basis of 
national risk assessments and then, in a well- 
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documented manner, to ‘take appropriate and propor-
tionate technical and organisational measures to ensure 
their resilience’.

This is clearly then a state-regulated burden for the 
CE, but also for government authorities as they have to 
streamline this kind of national CE regulation. Even 
more of a challenge is how to streamline the member 
states’ approaches.

6.2. Or the European commission regulates?

What then is the European Commission’s role in this 
process after the directive has been approved? There are 
some indications that the national CE are subject to 
external evaluation not only by the member states. By 
the invitation of the member states, advisory missions 
organised by the European Commission are to provide 
advice to CEs in meeting their obligations. The 
European Commission is further empowered to adopt 
‘delegated acts’ and ‘implementing acts’ in order to set 
out the necessary technical and methodological specifi-
cations for the national CE. When it comes to CE ‘of 
particular European significance’, they will be subject to 
specific oversight by the European Commission. As it is 
not clear what this new regulatory practice would look 
like and in which cases it would be applied, the first 
practical experiences of this new practice remain to be 
seen.

In practice then, how might the European 
Commission have sufficient knowledge to support and 
advise member states in these kinds of rather compli-
cated and often technological questions? Indeed, it may 
well have such expertise. One should recall, for example, 
the considerable promotion of research, development 
and innovation (RDI) by the EU, particularly Horizon 
Europe, a multi-hundred-billion programme, which has 
regular large-scale calls related to CI (European 
Commission, 2021a). In concrete terms, the projects 
alone, or in concert, produce practical guidelines, often 
tested in real CI and reaching a high Technology 
Readiness Level (TRL), as tested in practice. While the 
participants in the projects are individual research insti-
tutions, CI operators, and competent authorities, the 
European Commission is largely the agenda-setter and 
facilitator of EU policy-relevant research and policy 
advice. Another platform worth mentioning is the 
European Commission’s own science and knowledge 
service, the Joint Research Centre (JRC), hosting thou-
sands of researchers in several countries in almost all 
conceivable fields. In the field of CI, it includes, for 
instance, the European Reference Network for Critical 
Infrastructure Protection (ERNCIP, n.d.). The work of 
ERNCIP is organised in Thematic Groups (e.g., 

aviation, industrial automated control systems), bring-
ing together hundreds of participants drawn from mem-
ber-state experts working in industry, academia or 
competent authorities.

7. Creeping integration or a rational division of 
labour?

The discussion above inevitably leads us to ponder the 
whole issue in the much wider context of European 
integration and its dynamics. What would explain the 
fact that the member states have seemingly voluntarily, 
and during the past fifteen years increasingly, limited 
their sovereignty in a field that is not in principle 
supranational?

7.1. Not a tailored job but off the peg?

One should note that the European Union’s increasing 
role within the field of CI policies and regulation is not 
an untypical development. It takes place in other fields 
as well, where the European Commission does not have 
clear-cut supranational power. This can be understood 
as a tendency towards what has been labelled ‘creeping 
competence’ or ‘informal governance’. Such fields fol-
lowing the same line include, inter alia, the environ-
ment, regional development, research and technological 
development, energy, civil security, Common Foreign 
and Security Policy, and health policy (e.g., Pursiainen 
& Rød, 2021; Bergmann, 2019; Greer & Löblová, 2017; 
Riddervold, 2016; Riddervold & Rosén, 2016; Princen, 
2016; Kirchner et al., 2015; Maltby, 2013; Princen & 
Rhinard, 2006; Christiansen et al., 2004; Pollack, 1994, 
2000).

Yet the CER Directive has nonetheless been prepared 
in a duly democratic and transparent manner. The 
current solution was chosen as the national competent 
authorities and even CI operators representing different 
sectors seemed to support or even propose it in the 
preceding evaluation process (European Commission, 
2019). The final directive is naturally also enforced by 
the member states and the European Parliament in 
a due and detailed process. All of these processes and 
respective bodies voluntarily transfer some regulatory, 
agenda-setting and decision-making power from 
national to supranational level, meaning the European 
Commission in practice. So what explains that?

7.2. A rationalist integration?

This development seems to support (at least) three 
somewhat interrelated ‘theoretical schools’, typically 
exemplified in European integration studies. In terms 
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of the traditional ‘functionalist’ approach (Haas, 1958), 
or its revised ‘neofunctionalist’ version (Haas, 1964, 
1990; Schmitter, 2005), states voluntarily assign some 
expert-level duties, control, and authority to 
a supranational power in the name of their functionalist 
needs; things have to be done. In our case, this may well 
represent the logic of the national competent authorities 
who, in the course of fifteen years of dealing with this 
issue in the context of the previous ECI Directive from 
2008, had come to the conclusion that a more centra-
lised, efficient and broader EU regulation was needed to 
protect the national CI. While the Council (representing 
member states) and the European Parliament (repre-
senting nationally selected party politicians) probably 
rely on not only their ideology but also on expert 
views and lobbyists to a considerable degree, their posi-
tive approach can perhaps be additionally understood in 
terms of the growing superpower tensions from outside. 
This refers in particular to hybrid threats from Russia 
and China. The member states understand that their CI 
resilience is better handled within the EU, as opposed to 
them acting in isolation.

The aforementioned functionalist explanation 
includes some presuppositions about the converging 
belief systems of the relevant actors. But it is basically 
rationalist. Introducing the internal (or single) market 
efficiency argument in this context to justify more 
European regulation does not seem to be a mere pretext. 
Rather, it is a real consequence of increasing the inter-
connectedness of the European countries, or of the 
effort to defend this interconnectedness against exter-
nal, malicious hybrid and cyber threats, in addition to 
such issues as unpredictable climate change-induced 
hazards, which are becoming more frequent and severe.

In more contemporary theoretical terms, the current 
case could also be regarded as an example of European 
‘multilevel governance’ (Tömmel & Verdun, 2009), or 
a hybrid governance system, where nearly all policy 
areas are covered by the EU sooner or later. This hap-
pens either through formal competences or, as in our 
case, through rather smooth coordination and facilita-
tion. Our case could then be explained by the claim that 
the structure of governance is supposed to reflect the 
efficient production of the public good (European CI 
resilience) and/or that governance should at least mirror 
the patterns of the community (the EU) where it takes 
place (Schakel et al., 2015).

Furthermore, the above-described development 
reflects the logic of the famous ‘principal-agent theory’ 
(De la Porte, 2011; Pollack, 2003). The governments 
(principal) delegate their power to the European 
Commission (agent) due to an asymmetry of informa-
tion and resources, with the latter being able to obtain 

a better overview of European-level CI risks and how to 
manage them in a coordinated manner.

Common to all of the above theoretical schools is that 
they would explain the development of the EU policies 
on CI by emphasising the logical integration of policies 
within like-minded countries, basically sharing the same 
interests, in the context of facing more and more inter-
nal and external challenges related to interconnected-
ness, dependencies and interdependencies.

8. Conclusions: the challenges of 
implementation

Let us conclude by outlining a few challenges based on 
the above analysis, particularly those that are related to 
implementation of the rather complicated CER 
Directive in 27 countries with different languages and 
political-administrative cultures in the multilevel gov-
ernance context of the EU’s member states.

Challenge 1. This article has discussed the paradig-
matic change of European CI policies from protection to 
the broader concept of resilience. The very process 
recognised to some extent the failure of the protection 
approach. Therefore, more attention should be paid to 
adaptiveness and recovery with regard to CI disruption. 
However, this also begged the question of how we can 
know whether a particular CI facility or respective CI 
sector is resilient. The issue is that without any jointly 
agreed-upon, or standardised, ways to evaluate or mea-
sure it, all the member states will develop their own 
solutions. Thus, we propose the standardisation of 
a certain basic level of assessing CI resilience.

Challenge 2. Our slightly critical attention was drawn to 
the introduction of the new term ‘critical entity’ to the 
current theme. This is explained by the European 
Commission as being equivalent to a CI operator. This as 
such means that the CE concept does not bring much 
innovation to the field. Rather, it confuses the regulative 
vocabulary with its various national translations. On the 
other hand, it seems to indicate a shift of attention away 
from CI sectors to the level of concrete CI facilities, opera-
tors or entities, without clearly articulating this as such. In 
so doing, it only pays lip service to the approaches that 
focus more on vital societal functions. The directive 
emphasises the ‘entities’, rather than building any holistic 
system with regard to how to secure the societies’ basic 
needs.

Challenge 3. We also noted that the new CER Directive 
will considerably broaden the number of CI sectors that 
will potentially be regarded as European, subject not only 
to national but also to increasing supranational monitoring 
and regulation. Furthermore, the directive also introduces 
a system-of-systems level of CIs, due to the dependencies 
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and interdependencies between facilities, sectors and 
countries. However, this notion alone does not provide 
any tools for understanding the concrete dependencies and 
interdependencies, and how to deal with them. This 
obviously provides a lot of room for speculative regulation.

Challenge 4. In the new CER Directive, the risk land-
scape has been broadened, most notably by treating 
physical and digital risks as more interconnected com-
pared to the previous directive; it also brings the com-
plexity of hybrid threats into the picture. We noted that 
it might be difficult for any one ‘critical entity’ to defend 
against such hybrid threats, within their normal man-
dates. Obviously, much more coordinated cross-sectoral 
networks between different authorities, CI operators 
and other stakeholders would be needed nationally 
and at the EU level.

Challenge 5. Further, the issue of the CER Directive’s 
impact culminates in its increased regulatory power 
over not only the member states, but also the individual 
CI facilities or CE. While the direct power is mandated 
to the member states, it seems clear that the European 
Commission can take action, at least should it identify 
some CE of ‘European significance’ that falls below the 
acceptable level of resilience, even if there are no jointly 
agreed-upon criteria or standards.

Challenge 6. While the CER Directive approach and 
objectives can be defended, and we are all for it in 
principle, the coming years will witness some challenges 
with regard to the ability of this directive to work 
smoothly towards its ends. The main negative potential 
is that the directive’s implementation in its various fields 
may develop in multiple directions depending on the 
particular member state’s approaches. This would not 
support developing the internal (single) market on a fair 
basis, but would be beneficial for member states that 
interpret the directive as loosely (cheaply) as possible.

Challenge 7. The EU started to develop its CI policies 
in the early 2000s, largely borrowing concepts and 
approaches from the US, which had started developing 
its policies somewhat earlier. Over the years, it seems 
that the EU has become more self-reliant in defining 
and designing its approaches. This can be seen in the 
vocabulary, for instance. However, the adoption of the 
concept of CI resilience seems to be a rather shared 
perspective among the developed market economies. 
The same goes for such challenges as increasing com-
plexity and interdependencies as well as ‘new’ threats 
and emerging technologies. It is therefore essential that 
there are, and will be, platforms, both policy and aca-
demic as well as related to standardisation issues, that 
maintain the international dialogue with like-minded 
countries.

In summary, we conclude that the new CER Directive 
attests to increasing regulation of the CI sector, both 
broadening and deepening the supranational tendencies 
in this field. This most likely also reflects the generic 
direction of European integration from a functional or 
expert perspective. Should the CER approach achieve 
most of its objectives, the European Union would be 
more integrated in its CI policies and respective threat 
pictures than before.

This would mean that the member states and 
European citizens would demand even more European- 
level coordinated solutions instead of member states’ 
individual policies, particularly in times of crises.
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